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DeepSlicer

DeepSlicer is a static analyzer. It reads the script text, determines the language in which it is written, and
provides information about its suspicious functionality without direct execution, such as registry
modifications or file download.

In Fig. 14.3.1, potential activity is shown — functions that are present in the code but may not be executed.

In Fig. 14.3.2, detected activity is shown — functions that are explicitly called in the code.

A WARNING

Pay attention to potentially malicious activity.
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Possibly malicious activity

= May download file(s) from the Internet
= May upload file(s) to the Internet

Suspicious activity

» May use system command(s)
= May get username

» May get computer name

= May run executable file(s)

Informative activity

= May write to file(s)
= May create directory(ies)

= May read registry key(s)

Fig. 14.3.1 — DeepSlicer Page: Potential Activity
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Possibly malicious activity

Trles to download and directly execute (fileless) remote code

Suspicious activity

Tries to write registry key(s)

Address Name Value Type Extra
) hke icrosoft\wi i schedule C:AU: D reg_sz Tries to set 'schedule’ on autorun using registry
Trles to get username

Tries to run executable file(s)

Informative activity
Trles to create directory(les)

Tries to read registry key(s)

Fig. 14.3.2 — DeepSlicer Page: Detected Activity
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Fig. 14.3.3 — DeepSlicer Page: Legitimate Activity
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