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Exclusions

A table with a list of previously added exclusions (files or directories). Allows editing exclusions, as well as

enabling or disabling them.

SETTINGS
i= General settings i= File exclusions i= System i= Maintenance i= License i= Whitelists i= Yara i= Sigma rules i= Containers management := Content disarm and reconstruction (CDR)
IMPORT EXPORT

ID  EXCLUSION PATH (OPERATING SYSTEM ALARM ATTRIBUTE 'CREATE TIME USER SEMANTICS USER
95 G\ A patop\...ell ache Windows 10 x64 Modification of a sensitive file Modified file 15/11/2419:25:47  The fileis not critical admin @ . Z o
94 10.1.0.132 Any New internet connection Remote IP 20/08/2417:34:43  download image in document admin @ . @ @
93 C:\Windows\system32\DlIHost.exe Any New process Command line 15/08/2412:19:44  TLAB-1214 - Consider exceptions..racted from behavioral analysis admin [ . Z @
92 Ciwindows\system32\cmd..vent DumpCompleteEvent” Any New process Command line 15/08/2411:59:03  TLAB-1214 - Consider exceptions..racted from behavioral analysis admin g . Z @
86 N/A (undefined) Any Machine fingerprint query 14/05/2401:13:28 admin aP v o
85 \REGISTRYUREGISTRY\MAC...Name\ActiveComputerName Any Machine fingerprint quary Registry keyname  14/05/24 01:04:27 admin aP - o
84 \REGISTRY\REGISTRY\MAC...Name\ActiveComputerName Any Machine fingerprint query Registry keyname  14/05/24 01:02:57 admin aP i
83 \REGISTRY\\REGISTRY\MAC...Name\ActiveComputerName Any Machine fingerprint query Registry key name 14/05/24 01:02:44 admin g ‘ =z @
82 C:\Program Files\Micros...e\Office15\MSACCESS.EXE Any File drop Dropped file 02/05/2421:11:24  Nominal dev_amur . Z @

Fig. 4.1 — Exclusions Page

Exclusion Management

The exception is enabled/disabled using a toggle button. If the exception is enabled, it will be taken into

account when calculating the threat level of a file.

Editing and deleting an exception is done using the buttons in the column: in the form of a pencil and a

trash bin, respectively.
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Fig. 4.1.1 - Exclusion management buttons

Import / Export Exclusions

To import exclusions, press the Import button. In the opened window, select a json format file that was
previously exported from the system. The result of the import will be the addition of new exclusions, while

the old ones will remain unchanged.


http://localhost:3001/
http://localhost:3001/docs-public/administrators-guide/
http://localhost:3001/docs-public/administrators-guide/settings/

To export exclusions, press the Export button. After pressing, the "exclusions.json" file will be downloaded.

IMPORT EXPORT

Fig. 4.1.2 - Import and export buttons for the exceptions list
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