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Network Storage

Page displaying a list of network storages (shared folders/shares). The table shows the following storage

characteristics:

1. Scanning enabled/disabled per schedule
. Name

. Server (IP)

. Path

. Scanning schedule (configurable)

o U1~ W

. Scanning type: full or quick. Quick - skips files scanned per schedule for the period set in the "Days until
expiry" field.

7. Preset name

Shares list

] ENABLED NAME SERVER SHARE SCHEDULE SCANTYPE PRESET NAME

1T . Test Share Sean 11 172.16.111.49 share2 B 04:00, TONBKO B NOHERSNBHHK Full share SCANNOW &
: o» Share22222 172.16.111.49 sharel Kagbie 20 MukyT Full share SCANNOW 2 T
5 [ = Test Path in share 172.16.111.49 share1/hybrid_unknown_malware/exe Kappiii uac Quick share SCANNOW [ @
¢ @» Kostya Notebook Share 172.16.10061 Kostya_Shared_Folder He onpenenetio Quick: share SCANNOW [ M
7 [ = 123132131231 123 123 He onpeneneto Quick: share SCANNOW [ W
s Oo» New sharsdfgdfg 192.168.168.222 common_folder B 08:00, B 5 4MCNIO MECALa, TONBKO B Mali Quick mailer SCANNOW & M
10 @» test kostya 2 123 123 B 00:00, TONbKO B BTOPHMK Quick: share SCANNOW [ W
n g» test kostya 3 123 123 Kaapie 10 manyT Quick share SCANNOW [ [
” . test kostya 4 123 123 Kasaste 10 mkyT Quick: share SCANNOW [ 1
13 . test kostya 55 123 123 Kaavie 10 mukyT Quick: share SCANNOW [ T
14 M. testkostva 6 123 123 Kasabie 10 MUHVT Ouick: share SCANNOW [ T
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Figure 4.8.1 - Network Storage Table

To view scanning sessions for a specific storage, click on the storage name

D EMABLED NAME

1 ® Test Share Scan 11

Fig. 4.8.2 - Link to scanning sessions



http://localhost:3001/
http://localhost:3001/docs-public/administrators-guide/
http://localhost:3001/docs-public/administrators-guide/integration/

Shares list —+ Test Share Scan 11

STARTED AT ENDED AT TOTALFILES SCANNED FILES MALICIOUS FILES ERROR
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Fig. 4.8.3 - Storage scanning sessions table

During the storage scanning, there's a possibility of encountering an error. If an error occurs, an error icon

will be present in the "Error" column A. Clicking on this icon will display a description of the error.

A

Error description l

Previous scan in progress

L ]

Fig. 4.8.4 - Error description during scanning

Shares list = TestShareScan1] — S5can #833

Fig. 4.8.4.1 - Navigation on the network storage page
Navigation on the page is done by clicking on the links in Figure 4.8.4.1

To view the list of files that have been analyzed during scanning, click on the link that becomes active when

you click on the numerical value in the "Total Files" column

Shares list = Test Path in share

STARTED AT ENDED AT TOTAL FILES

Fig. 4.8.5 - Link to the table of analyzed files



Shares list —+ Test Pathin share — Scan #813

FILTER BY SCORE = 100 RESET FILTERS MALICIOUS FILES: 5 /24

REPORT ID FILE NAME PATH HASH SHA256 SIZE RESULT SCORE STATUS ERROR
32c3784f124f....n sample hybrid_unkno....n.sample 502 MB Skipped 0 Skipped A
338cfc0d1166....n.sample hybrid_unkno....n.sample 295.8K8 Skipped 0 Skipped A
99b7d7a7261a....nsample hybrid_unkno....n.sample 102.92 KB Skipped 0 Skipped A
ad3f9f1 Tadcd....nsample hybrid_unkno....nsample 286 MB Skipped 0 Skipped A
€0fd718b52f2....n.sample hybrid_unkno....nsample 100.05 kB Skipped 0 Skipped A
£1033f554b05....n.sample hybrid_unkno....nsample 502 MB Skipped 0 Skipped A

vl Defrag.exe hybrid_unkno.... fragexe 2653..2ba8 182.50KB Clean 40 Completed

91772 28e88cda2b50.....5039.exe hybrid_unkno.....5039.exe a8e88..5039 3.96 MB Malicious 14861 Completed

91773 dean_rtfirtf hybrid_unkno...._rtfrtf 0déaf..a01d 7.00 bytes Clean 0 Completed

91774 da3b2e2db1ba.....4813.exe hybrid_unkno....4813.exe da3b2..4813 711.00K8 Malicious 107.7 Completed

91775 Pafish2.bin hvbrid unkno....ish2.bin 18646..0109 168.00KB Malicious 16348 Comoleted
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Fig. 4.8.6 - Table of analyzed files

To access the report for the analysis of a file, click on the report number in the "Report Number" column
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