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Administrator's Guide

User and System Settings

The button with the username in the top navigation menu opens the settings menu.

+ MANAGE 4

i+ USER ADMINISTRATION
L] SYSTEM MONITOR

& INTEGRATION

£ SETTINGS

il REPORT RECYCLE BIN

= LOG OUT

Fig. 1 — Settings Menu
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A > Administrator's Guide >  User Administration

User Administration

Displays a list of all users. In this section, you can create a new user (Add Account), change the password for

an existing one (Change Password), and view reports belonging to users (click on the user's login).

+ ADD ACCOUNT USERS ADMINISTRATION
USERID USERLOGIN USER NAME USER EMAIL USERROLE EDIT

2 script Scriptus scriptelocalhost admin EDIT  CHANGEPASSWORD  DELETE

3 admin admin EDIT  CHANGE PASSWORD

9 arcorly arcanestonly admin EDIT  CHANGEPASSWORD  DELETE

33 supra supra soup@sup.ra admin EDIT  CHANGEPASSWORD  DELETE

35 supra2 supra2 sugpra admin EDIT  CHANGEPASSWORD  DELETE

3 testadmin testadmin tes@tad.min admin EDIT  CHANGEPASSWORD  DELETE

40 i @plead.min admin EDIT  CHANGEPASSWORD  DELETE

Fig. 2.1 - User table

Changing a User's Password

Changing a user's password is done by clicking the "Change Password" button in the column corresponding

to that user in the table. When the button is clicked, a modal window opens in which you need to set a new

password.
Change password Jane |
Username: Jane
New password:* 6-32 cumBoONOB
Confirm password:* 6-32 cumeonoe
<4 SUBMIT

Fig. 2.2 - Password change window

Creating New Users
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Creating new accounts is carried out by the administrator on the User Administration page in the top right
menu. "Add Account” opens a form to create a new user. Email, login, and password are mandatory fields.

The user can change their password by themselves.

Create a new user

Full name: |_|Qhr'| Doe
User login:* 3-45 cumeonos
Password:*

6-32 cumeonoe

Confirm password:* 6-32 CUMBONOB

Email:* johndoe@gmail.com

Role: -

<4 SUBMIT

Fig. 2 - New user creation form

Editing Users

Editing user data is done by clicking the "Edit" button in the column corresponding to that user in the table.
When the button is clicked, a modal window opens in which you need to enter the new data.

Edit user Jane

Full name:

Jane Doe
User login:* Jane
Email-* janedoe@gmail.com
Role: User -

<4 SUBMIT

Fig. 2.3 - User editing window




User Roles

The system supports the following user roles: regular user, expert, and administrator.
In regular user mode, the following capabilities are provided: uploading files for analysis and viewing reports

on the uploaded files. Regular users can see their own reports and reports with open access.

In expert mode, there is the ability to set verdicts for analyzed objects, as well as all the capabilities of a

regular user.
A system user with an administrator role has the capabilities of both an expert and a regular user, plus a

settings panel for component parameters and user management. The administrator can see the reports of all

USers.



Runtime Environment

This page displays the status of the runtime environment and all virtual machines within it, the status of hardware resource...

Hardware Resources

A page displaying the status of the system's hardware resources in the form of interactive charts with the ability to change ...

tLab Services

A component that displays the statuses and logs of services operating in the system. The status can be "ACTIVE" or "INACT...
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" >

Administrator's Guide >

System Status >

Runtime Environment

Runtime Environment

This page displays the status of the runtime environment and all virtual machines within it, the status of

hardware resources, as well as tLab services. Before using dynamic analysis, the environment must be turned
on. If the machine status is illuminated in yellow with the label "RESERVED", then a file analysis is being

performed on that machine. By clicking on the report title under the "Task" header, you can navigate to that

report.

= Execution environment = Server hardware i= tlab Services

Node ID: EXENV_DEBIAN | Environment status: RUNNING | VM count: 11

wi0dev0

Status: @ FREE

‘Configuration: Windows 10 x64 dev 6.1
wXr17019_ol1c0

Status: . UNUSED

Configuration: No

wXr17019_o110

Task: Report Ne386447
Status: @ FREE
Configuration: Windows 10 x64 011 6.1

wXr170190

Status: @ FREE

Configuration: Windows 10 x64 6.1
wXr17019_o0100

Task: Report N*386439

Status: @ FREE

Configuration: Windows 10x64 010 6.1
wXr17019 o111

Task: Report N°386448

Status: @ FREE
Configuration: Windows 10x64 011 6.1

Fig. 3 - Runtime Environment Management Page

w764r150f130

Status: @ FREE

Configuration: Windows 7 x64 6.1
wXr17019_o0101

Task: Report N°386437

Status: @ FREE

Configuration: Windows 10 x64 010 6.1
wXr17019 o112

Task: Report N°386446

Status: @ FREE
Configuration: Windows 10 x64 0116.1

WXr170190_windef_off2
Status: . UNUSED
Configuration: No
wXr17019_o0102

Task: Report N°386441
Status: @ FREE
Configuration: Windows 10 x64 010 6.1

SYSTEM MONITOR
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A > Administrator's Guide >  System Status >  Hardware Resources

Hardware Resources

A page displaying the status of the system's hardware resources in the form of interactive charts with the

ability to change the time period. Information available for viewing includes

: physical drives, disk usage,

logical drives, memory, CPU time, network interfaces, and average CPU load.

1= Execution environment 1= Server hardware 1= tlab Services

MocnegHuin pa3 AaHHble 661K NOMy4YeHb 09/04/25 16:43:05

‘OGHOBWUTL TPA®MKN

i= Volumes

= Physical disks i= Logical disks (LVM) = Memory = CPU time
Ouck 0 Ounck 1
Hassanue: sda HassaHue: sdb
—— KBfwrit —— KB/read —— KB/writ —— KB/read
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0 0
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Fig. 3.1 - Hardware Resources Page

SYSTEM MONITOR

Thour 2hours 4hours  12hours 24 hours
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A > Administrator's Guide >  System Status >  tlab Services

tLab Services

A component that displays the statuses and logs of services operating in the system. The status can be
"ACTIVE" or "INACTIVE".

SYSTEM MONITOR

= Execution envirenment = Server hardware i= tlab Services

Status of services

NAME STATUS
sigma-analyzer-sigma_analyzer-2 ACTIVE
tlab-wl-web ACTIVE
tlab-exenv-http ACTIVE
sigma-analyzer-sigma_analyzer-7 ACTIVE
sigma-analyzer-sigma_analyzer-9 ACTIVE
tlab-avscan ACTIVE
tlab-exenv-watchdog ACTIVE
sigma-analyzer-sigma_analyzer-3 ACTIVE
sigma-analyzer-sigma_analyzer-4 ACTIVE
tlab-yarascan2-mgmt ACTIVE
tlab-yarascan2-scand ACTIVE
tlab-tsoc-server ACTIVE

Fig. 3.2 - tLab Services Page
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" >

Administrator's Guide

Settings

>

Settings

On this page, various system properties are configured.

Maximum Upload Size - the maximum total volume of files sent for analysis.

Execution Delay - indicates the minimum delay time at which a delay will be detected as a suspicious event

and, accordingly, countermeasures will be activated.

Automatic Expert Conclusion - allows you to set the danger level at which the file will have an expert's

conclusion: Dangerous.

Counteracting Evasion Techniques - provides an option to select a method of counteracting execution delay

(exclude delay - there will be no delay; reduce the delay n times - the delay function is intercepted and

reduced n times).

File Types Allowed for Analysis - provides the option to prohibit the analysis of certain file types.

After changing the property, you need to click the "Apply Changes" button inside the panel of this property

to save.

1= General settings

1= Flle exclusions

1= System 1= Malntenance

Maximum upload size

Me

i G

Automatic expert verdict

i M

SIGMA Masking mode

off @B ON

Browser extension dynamicanalysis disabled

OFF @B ON

Fig. 4 - System Settings Page

1= License

1= Whitelists

i=Yara

1= Sigma rules
LIGHTTHEME (@ DARKTHEME
Execution delay
3 s
Ant-evasion
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Browser extension prevent mode
OFF @) oN

1= Containers management

1= Content disarm and reconstruction (CDR)
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T
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Exclusions

A table with a list of previously added exclusions (files or directories). Allows editing exclusions, as well as

enabling or disabling them.

= General settings £= File exclusions i= System = Maintenance 1= License 1= Whitelists i= Yara
IMPORT EXPORT
ID  EXCLUSION PATH 'OPERATING SYSTEM ALARM ATTRIBUTE
95 CUsers\A Tpatoph.. isCache Windows 10 x64 Modification of a sensitive file Modified file
94 10.1.0.132 Any New internet connection Remote IP
93 C\Windows\system32\DliHost.exe Any New process Command line
92 Cwir \cmd...vent DumpCompleteEvent” Any New process Command line
86 N/A (undefined) Any Machine fingerprint query
85 \REGISTRY\REGISTRY\MAC...NameActiveComputerName Any Machine fingerprint query Registry key name
84 \REGISTRY\REGISTRY\MAC...Name\ActiveComputerName Any Machine fingerprint query Registry key name
83 \REGISTRYVREGISTRY\MAC..Name\ActiveComputerName Any Machine fingerprint query Registry key name
82 C:\Program Files\Micros...e\Office15\MSACCESS.EXE Any File drop Dropped file

Fig. 4.1 — Exclusions Page

Exclusion Management

SETTINGS
1= Sigma rules 1= Containers management = Content disarm and reconstruction (CDR)

CREATE TIME USER SEMANTICS USER
15/11/2419:25:47  The file is not critical admin P z
20/08/2417:34:43  download image in document admin aP ¢ o
15/08/24 12:19:44  TLAB-1214- Consider exceptions..racted from behavioral analysis admin P T
15/08/24 11:59:03  TLAB-1214- Consider exceptions..racted from behavioral analysis admin aP < @
14/05/2401:13:28 admin aP T
14/05/24 01:04:27 admin aP © @
14/05/24.01:02:57 admin aP T
14/05/24 01:02:44 admin aP =z T
02/05/2421:11:24  Nominal devamuer Q@) 2 T

The exception is enabled/disabled using a toggle button. If the exception is enabled, it will be taken into

account when calculating the threat level of a file.

Editing and deleting an exception is done using the buttons in the column: in the form of a pencil and a

trash bin, respectively.

USER

admin m @ m
Enable/disable exclusion [T}

admi

Fig. 4.1.1 - Exclusion management buttons

Import / Export Exclusions
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To import exclusions, press the Import button. In the opened window, select a json format file that was
previously exported from the system. The result of the import will be the addition of new exclusions, while

the old ones will remain unchanged.

To export exclusions, press the Export button. After pressing, the "exclusions.json" file will be downloaded.

IMPORT EXPORT

Fig. 4.1.2 - Import and export buttons for the exceptions list



A > Administrator's Guide >  Settings >  Network

Network

Allows you to apply the system's network settings

SETTINGS

£= General settings 1= File exclusions 1= System i= Maintenance 1= License 1= Whitelists i= Yara 1= Sigma rules i= Containers management 1= Content disarm and reconstruction (CDR)

= Network

Host name: dev-tlab-debian m

Address: 172.16.110.100
Netmask: 255.255.2540
Gateway: 172.16.110.1
DNS 1: 172.16.110.1
DNS2:

o~
Fig. 4.2 - Network Settings Page
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A > Administrator's Guide > Settings >  Maintenance

Maintenance

This page provides the option to power off or reboot the tLab system. Rebooting may take several minutes.

SETTINGS

i= General settings = File exclusions i= System i= Maintenance i= License := Whitelists i= Yara i= Sigma rules := Containers management := Content disarm and reconstruction (CDR)

= Power

[

() POWER OFF

Fig. 4.3 - System Maintenance Page
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A > Administrator's Guide > Settings >  License

License

This page provides basic information about the license and includes a field for license activation.

License information

© CUCTEMA AKTUBMPOBAHA.

License name: tLab Enterprise Software + Support
License type: Yearly

License part number: 5d941cc9-6ad1-4c50-8bcc-al56ddd10b1a
License number: -

SKU: -

Issued to: PI'Y KHE PK 12 lenaprameHt

Start date 13/03/2025

End date 14/03/2026

© TECHNICAL SUPPORT:

Start date 13/03/2025

End date 14/03/2026

Fig. 4.4.1 - License Information Window

Activate license

Beequre KOO aKTMEALIMK

Fig. 4.4.2 - License Activation Window
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A > Administrator's Guide >  Settings >  Whitelist

Whitelist

This page displays a list of trusted files that the security system deems safe. Analysis of files included in this
list will be rejected with the status WHITELISTED

IMPORT EXPORT CREATE

(] FILENAME MDs SHA-1 SHA-256 SIZE

110610231 calceve exe 420ed57ede35b23445.... 12128775 d7a7564bcbac07d9bd...a0d2de02 18c67d03b9837€2665.....192bbdSa 19250 kB o
110610232 calcexeexe T88cc05134c555dde1.....78160001 €88209eafddb75843....95440001 2103a57d50032460c5....821d0001 192.50KB o
110610232 calcereexe BBcc05134c555dde].... 78160002 88200eafddb75842... 95440002 2103257d50032460c5....821d0002 10250 kB o
110610234 Clean Doc.docx.exe €3334b0bd402F2f05b.... 26857¢13 340ch322525190b829....c3538554 5fac1a387357418570.....12dcdfb1 6.62KB o
110610235 Clean Docpdf.exe 43c9478b7607bb9a76....e64c0alc 031d40b8d61ca23ade.....55c01978 83f9b4333a04426ab.... 276dd% 28.12KB o
110610236 google-testerexe.exe 46b1dbadb00e948e81.....cad1beld 7527dd24f64b40d7b.....f2488fec 2582506523d3b2ch89...212f349 556 MB o
110610237 test ThisDocument.cls exe eb7cled666ce7abf19.... 960fadbc 3c33e319ec22ebf703.... 6e573401 b0d688919fffe2e7d7....dbb5208a 533,00 bytes o
110610238 exampleexe 5041402abc4b2a76b9....1017¢592 7c222f02927482822... 80637c0d 95749897 bac770ffc..00000000 12056 kB o
110610241 dsfs 6cd3556deb0da54bea.... 39479830 943a702d06734599ze....6031d699 315f5bdb76d078c43b.....5894edd3 123.00 bytes o

tems perpage: 50 1-90f9 K < > 3l

Fig. 4.5.1 - Whitelist table

Files are added to the list by importing an XML file.
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A > Administrator's Guide > Settings > Yara

Yara

The page displays a list of YARA signatures. YARA signatures can be used to detect known malware,

malicious behavioral patterns, and their classification.

There is a mandatory list of signatures from the vendor, highlighted in gray.

UPDATE VENDOR SIGNATURES DEVELOP YARA ENABLED: 31/56 (i}
D ENABLED NAME Description
1 [ =) EK_Angler.yar
2 [ =) EK_Zeusyar
3 [ =} EK_Phoenix.yar
4 [ & Cased... eicaryar
5 [ =) Case 5. exploit_kits.yar
6 [ =} Case6..... malware.yar
7 [ &) Case 7. packers.yar
8 [ ] APT_OLE_JSRat Targeted attack using Excel/word documents [l -
9 o DDE Rule Detect Dynamic Data Exchange protocol in doc/docx @ o &
10 [ ] Dridex Rule Z oS
1 an Hidden PE file 7 MW &

Items per page: 20 1-200f56 1€ < >

-vendor rule (cannot be deleted or edited)

Fig. 4.6.1 - YARA signatures table

By clicking on the button @@

you can open a window with detailed information about the modules and more.

Information
Service version: 1.0.3
Vendor rules create time: 12/04/21 11:43:41
Vendor rules update time: 12/04/21 11:50:19
Vendor rules version: 1
Yara modules: PE, ELF, Hash, Math, Time, Cuckoo, Magic,
Dotnet
Yara version: 402

Fig. 4.6.2 - Window with detailed information about Yara

The button & allows you to download the Yara signature as a .yara file format.
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The import of a rule is carried out using the button B IMPORT

For import, you need to specify the path to the file in the ".yara" format, as well as provide a name and
description. Vendor signatures can only be updated through the system functionality using the button

UPDATE VENDOR SIGNATURES . An archive file with signatures is used as input.




A > Administrator's Guide > Settings >  Container Management

Container Management

The page displays a list of containers within the system. The containers listed in the table are available for

analysis, and their status is displayed under Management - System Status.

D NAME os APPLICATIONS CONTAINER COUNT EDIT  DELETE
ad92b17d-ed2a-43b4-a504-3ffc2fe0afde w764r110f10 Windows 7 x64 SP16.1 Default 0, Adobe Reader 11.0.1, M5 Office 2010 5P2 0 4 [}
37dac045-5048-49%c-aebb-27ec7f46f58b w764r150f13 Windows 7 x64 SP16.1 Default 0, Adobe Reader DC 15, MS Office 2013 1 4 1]
053a%2f-6388-4cd1-8874-3022a6b530e0 w7rl1of10 Windows 7 SP16.1 Default 0, Adobe Reader 11.0.1, M5 Office 2010 5P2 0 -4 [}
74f8bbf1-c3df-452b-8f7b-b7defac09%ebd w7rl50f13 Windows 7 SP16.1 Default 0, Adobe Reader DC 15, MS Office 2013 0 4 1]
22cchlef-e62a-46bf-b285-7809b%bab131 w7r170f16 Windows 7 SP16.1 Default 0, Adobe Reader DC 17, M5 Office 2016 0 4 [}
cd06cbd5-0474-43f1-bba5-3afd 1022b612 w81r17010 Windows 8.1 x64 5P1 6.1 Default 0, Adobe Reader DC 17, MS Office 2010 5P2 0 4 [ ]
32bbdd26-72fd-48bc-a331-751e94e75352 wXr10of10s1 Windows XP 5P3 5.1 Default 0, Adobe Reader 10.1.3, M5 Office 2010 5P1 0 4 [}
533a0d6e-3f93-4d3b-addd-7 1b43f60fccd wXr11of10s2 Windows XP SP35.1 Default 0, Adobe Reader 11.0.1, MS Office 2010 5P2 0 4 [ ]
083e333b-a085-4058-8197-87d021121ff1 wXr17019 Windows 10 x64 5P16.1 Default 0, Adobe Reader DC 17, M5 Office 2019 1 =z [}
083e333b-a085-4058-8197-87d021121ff2 wXr170190_windef_off Windows 10 x64 off SP16.1 Default 0, Adobe Reader DC 17, MS Office 2019 1 4 o
e10bc3dc-bf52-41e2-b790-8b64b624395a wXr17019_o10 Windows 10 x64 010 5P1 6.1 Default 0, Adobe Reader DC 17, M5 Office 2019 3 4 [}
50f0fa8f-5a1e-41e0-8b09-235c501f6792 wXr17019_o11 Windows 10 x640115P16.1 Default 0, Adobe Reader DC 17, M5 Office 2019 3 4 [}
03c5500b-04b1-4d56-bc99-d018aad242ca wXr9of7s2 Windows XP 5P2 5.1 Default 0, Adobe Reader 9.1.0, M5 Office 2007 SP2 0 4 1]

Fig. 4.7.1 - Containers table

To add a new container, you need to click the button UPLOAD IMAGE. Two types of import are available:

1. Import via local path

2. Import via URL
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A > Administrator's Guide >  Integration

Integration

Within the framework of integration, functionality is provided for integrating the system with various external
services and resources, which help enhance its functionality and efficiency. Various settings and detailed
information are available here. This feature can be accessed under Management - Integration.

The following sections are presented: network storage, Trend Micro integration, ICAP server.
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" >

Administrator's Guide

>

Integration >

Network Storage

Network Storage

Page displaying a list of network storages (shared folders/shares). The table shows the following storage

characteristics:

1. Scanning enabled/disabled per schedule

. Name
. Server (IP)
. Path

o AW

expiry" field.

7. Preset name

Shares list

] ENABLED NAME

Share22222

Test Path in share

123132121221

New sharsdfgdfg

test kostya 2

test kostya 3

testkostya 4

test kostya 55

AR AR 2R 20 AR 2R AR A0 AR 2B |

test kostva 6

Test Share Scan 11

Kostya Notebook Share

SERVER

172.16.111.49

172.16.111.49

172.16.111.49

172.16.100.61

123

192.168.168.222

123

123

123

123

123

. Scanning schedule (configurable)

SHARE

sharel

sharel

sharel1/hybrid_unknown_malware/exe

Kostya_Shared_Folder

122

common_folder

123

123

123

123

123

Figure 4.8.1 - Network Storage Table

To view scanning sessions for a specific storage, click on the storage name

1D ENABLED

.

NAME

Test Share Scan 11

Fig. 4.8.2 - Link to scanning sessions

SCHEDULE

B 04:00, TOMBKO & NOHERENBHMK

Kagete 20 manyT

Kamaoii yac

He onpepeneno

He onpepenexo

B.08:00, B 5 4co MecAL3, TobKo B Maik

B00:00, TonoKo 8 BTOPHIK

Kagie 10 MunyT

Kagere 10 miakyT

Kagore 10 manyT

Kawabie 10 munvT

SCANTYPE

Full

Full

Quick

Quick

Quick

Quick

Quick

Quick

Quick

Quick

Ouick

PRESET NAME

share

share

share

share

share

mailer

share

share

share

share

share

Items per page: 20

SCAN NOW

SCAN NOW

SCAN NOW

SCAN NOW

SCAN NOW

SCAN NOW

SCANNOW

SCAN NOW

SCAN NOW

SCAN NOW

SCANNOW

1-200f26

§ § § § § 8 B ®H ® B®”

]
5

I<

]

&l

L]

]

L]

]

. Scanning type: full or quick. Quick - skips files scanned per schedule for the period set in the "Days until

>l
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Shares list = Test Share Scan 11

STARTED AT ENDED AT TOTAL FILES SCANNED FILES MALICIOUS FILES ERROR

Items per page: 20 1-200f627 1K < > 2l

Fig. 4.8.3 - Storage scanning sessions table

During the storage scanning, there's a possibility of encountering an error. If an error occurs, an error icon

will be present in the "Error" column A. Clicking on this icon will display a description of the error.

A

Error description |

Previous scan in progress

L 1

Fig. 4.8.4 - Error description during scanning

Shares list = TestShare Scan11 — Scan #833

Fig. 4.8.4.1 - Navigation on the network storage page
Navigation on the page is done by clicking on the links in Figure 4.8.4.1

To view the list of files that have been analyzed during scanning, click on the link that becomes active when

you click on the numerical value in the "Total Files" column

Shares list — Test Path in share

STARTED AT ENDED AT TOTAL FILES

Fig. 4.8.5 - Link to the table of analyzed files



Shareslist = Test Pathinshare = Scan#813

FILTER BY SCORE >=~ | 100 RESET FILTERS MALICIOUS FILES: 5 /24

REPORT ID FILE NAME PATH HASH SHA256 SIZE RESULT SCORE STATUS ERROR
32¢3784f12af....n.sample hybrid_unkno....n.sample 502 MB Skipped 0 Skipped A
338cfc0d1166....nsample hybrid_unkno.....n.sample 295.28KB Skipped 0 Skipped A
99b7d7a7261a....nsample hybrid_unkno....n.sample 102.92kB Skipped 0 Skipped A
ad3f9f1 1adcd....nsample 286 MB Skipped 0 Skipped A
9fd718b52f3....n.sample 109.05KB Skipped 0 Skipped A
£1032f554b05....nsample 502 MB Skipped 0 Skipped A

91771 Defrag.exe 2653..2ba8 18250 kB Clean 40 Completed

91772 aBe88cda2b50.....5030.exe hybrid_unkno.....503%.exe 28e88..5039 3.96 MB Malicious 14861 Completed

91772 clean_rtfrtf hybrid_unkno...._rtfrtf 0Od6af..a01d 7.00 bytes Clean 0 Completed

91774 da3b2e2dblba.....4813.exe hybrid_unkno....4813.exe da3b2..4813 711.00KB Malicious 1077 Completed

91775 Pafish2.bin hvbrid UNKNO...ish2.bin b8646..0109 168.00KB Malicious 163.48 Combleted
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Fig. 4.8.6 - Table of analyzed files

To access the report for the analysis of a file, click on the report number in the "Report Number" column



A > Administrator's Guide > Integration >  ICAP Server

ICAP Server

Page for configuring the ICAP server and filter settings.

i= Network storage := Trend Micro integration i= ICAP server := Browser extension management
Filter settings Server settings

Enabled: OFF ‘ ON Start amount of processes: 5
Mode: — = Max. amount of processes: 10
Preset name: webgateway Amount of threads per process: 10
Research time: 20 Min. amount of spare threads: 10
Research timeout: 200 Max. amount of spare threads: 20
Pass on timeout: OFF @) oN

EEE———
Fig. 4.9.1 - ICAP Settings Page
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A > Administrator's Guide >  Reports Bin

Trash Bin

Reports deleted by the administrator are placed in the trash bin. From here, they can be restored or the trash

bin can be cleared. Reports in the trash bin can be viewed through a direct link or from within the trash bin.

EMPTY RECYCLE BIN REPORT RECYCLE EIN

Ep ANALYSISTYPES  UPDATE TIME FILE NAME HASHSHA256  INDICATORS ~ CONFIGURATION APPS SCREENSHOTS ~ SCORE  INDICATOR VERDICT

389215 DYNSTA 11/04/25 14:44:01 gualberto2020.pdf d31092 Windows 10 x64 dev Adobe Reader DC 17 6 o © UNKNOWN

[J 280214 DYNSTA 11/04/25 14:40:52 apwg_trends_report_q2_2023.pdf 2féd7c Windows 10 x64 dev Adobe Reader DC 17 7 0 © UNKNOWN

[0 389213 DYNSTA 11/04/25 14:37:37 A Hybrid Approach for Alluring Ads Phishing Attack Detection Using Machine Learning.pdf 278500 Windows 10 x64 dev Adobe Reader DC 17 6 o © UNKNOWN

O 389212 DYNSTA 11/04/25 14:34:30 Phishing-Detection-with-Machine-Learning (1).pdf d70157 Windows 10 x64 dev Adobe Reader DC 17 7 o @ UNKNOWN

[ 389211 DYNSTA 11/04/25 14:31:221 1465.pdf acB84dé Windows 10 x64 dev Adobe Reader DC 17 7 o © UNKNOWN
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Fig. 5 - Reports Trash Bin Page
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